€ UOL DIVEO

WEB APPLICATION FIREWALL

PROTECT YOUR WEB APPLICATIONS AGAINST
ATTACKS AND INFORMATION THEFT.



PROTECT YOUR WEB APPLICATIONS AGAINST

ATTACKS AND INFORMATION THEFT.

The traditional security solutions models can't efficiently protect the online services against the most
varied applications vulnerabilities, ideal condition to elicit a scenario of frauds and information theft. The
main risks are related to flaws in the secure development of software, increase in the complexity of the web
applications, adoption of new technologies, bugs, and existing vulnerabilities in components of the

applications.

THREATS TO THE WEBSITE

Uss$7,2
million is
the average
cost of a data
violation?

75% of every
cyber-attack
has web
applications

as target3

1 - “US Cost of a Data Breach,” Ponemon Institute, 2011
2 - “Website Security Statistic Report,” WhiteHat Security, 2011
3 - Gartner Research

MOST COMMON VULNERABILITIES
IN WEB APPLICATIONS

[ Cross-Site Scripting

B information Leakage

[ content Spoofing

B Insufficient Authorization

B sal Injection

M Predictable Resource Location
Session Fixation
Cross-Site Request Forgery
Insufficient Authentication

47%
30% [l HTTP Response Splitting
18% [ 17% 7 1o
S

WAF Drivers - OWASP (2010 Edition)

The UOLDIVEO MSS Web Application Firewall (WAF) is the protection
service for web applications against fraud, attacks and information

theft threats.

The UOLDIVEO WAF service offers protection for web applications, from the simplest to the most

complex according to the client’s business and needs.

The adoption of this service will allow the client to have the visibility of the threats in a timely manner in
order to conduct the needed improvements and corrections, preserving the continuity of your operations

and image and minimizing the risk to your business.
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Most common
vulnerabilities in
Web Applications
659% Cross-site scripting
A7% Information Leakage
309 Content Spoofing

Non-HTTP Attack

Web Server

HTTP Attack

Benefits of the UOLDIVEO MSS Web Application Firewall (WAF)
« Behavior analysis and thousands of of the UOLDIVEO Security Operation Center

subscriptions for active protection against (S0C);
attacks on the web applications; * Intelligent and customized protection, bringing

flexibility for the development team to deploy
the right corrections without risks of attacks on
the systems;

e Geographical protection for accesses
mitigation originating from countries which the

client has no relationship;

e (Classification mechanism based on reputable * Adherence to the PCI DSS requirements;

databanks with capability of denying access ¢ Performance maximization through SSL
from recognizable suspicious sources; Offloading;

¢ Reduction of frauds and critical information ¢ Directed to companies from all segments;
theft;

* 24x7x365 management and monitoring with
team specialized in web applications attacks
and incident response;

e Integration with intelligent correlation system

Copyright © 2013 UOLDIVEO SA.Todos os direitos Reservados.



€ UOL DIVEO

MANAGED SERVICES

Phone: (55 11) 3092-6161 www.uoldiveo.com.br

Belo Horizonte -« Brasilia « Campinas - Curitiba « Porto Alegre « Rio de Janeiro « Sao Paulo



